
 

Report of the: Director of Policy and 
Resources  

Agenda 
Item No: 7 

  Meeting:  23 September 2014 
 

NORTH LINCOLNSHIRE COUNCIL 

 AUDIT COMMITTEE  

RISK MANAGEMENT PROGRESS REPORT 

 
 
1. OBJECT AND KEY POINTS IN THIS REPORT 
 

1.1 To inform Members of key issues arising from risk management work. 
 

1.2 Regular reporting on risk management issues is an important source of 
assurance for Members to fulfil their role and provides supporting 
evidence for the annual approval of the Governance Statement. 

 
 
 
2. BACKGROUND INFORMATION 
 

2.1   The revised Strategic Risk Register was reported to Members in January 
and a review of strategic risk controls has been completed. The outcome 
of this work is summarised in appendix A. The evaluation of controls, 
based on the residual score, has been enhanced by using a definition of 
the adequacy of controls to provide greater clarity to Members on the 
level of assurance provided.  The review shows that all strategic risks 
are managed to an acceptable level.   

 
2.2   An important aspect of the risk management action plan is to continue to 

raise awareness across the council. This is achieved through 
comprehensive training programmes and communication networks. A 
Quick Guide to Risk Management has been produced and is published 
on the Intralinc (appendix B). 

 
2.3   In addition to information available on the web page and Intralinc the 17th 

edition of the Risk Roundup newsletter was also issued in September 
(appendix C).   

 
2.4   In March and June it was reported to Members that a council-wide 

review of operational risk registers could not be completed until all risk 
registers were available. Whilst efforts have been made to obtain the 
registers not all registers have been made available.  There has however 
been much progress to finalise the Public Health Risk Register.  



 

 
2.5   Work currently ongoing includes the following: 
 

• Develop and implement a risk appetite model for the council 
• Working with the Strategy & Information Governance Manager in 
ensuring compliance with the Partnership Toolkit, in particular its 
completion by partnership managers 
• Embed risk management in schools  

 
 
3. OPTIONS FOR CONSIDERATION 

 
3.1 The Committee should consider whether this update provides sufficient 

assurance on the adequacy of risk management arrangements. The 
Committee is invited to ask questions about the contents of the report 
and seek clarification as necessary.   

  
 

4. ANALYSIS OF OPTIONS 
 

4.1 The progress report is designed to provide this Committee with the 
assurance required to fulfil its role effectively.  

 
 
5. RESOURCE IMPLICATIONS (FINANCIAL, STAFFING, PROPERTY, IT) 

 
5.1 Regular reviews of risk management arrangements should safeguard 

the council’s assets and ensure that value for money is achieved in the 
use of resources.  

 
 
6. OUTCOMES OF INTEGRATED IMPACT ASSESSMENT (IF APPLICABLE) 

 
6.1  An Integrated Impact Assessment is not required. 

 
 

7. OUTCOMES OF CONSULTATION AND CONFLICTS OF INTERESTS 
DECLARED 

 
 

7.1 The Risk Management Group is made up of representatives from all 
services and therefore risk management outcomes are the result of a 
comprehensive consultation process.  

 
7.2  There are no conflicts of interests to declare. 
 
 
 
 
 



 

8. RECOMMENDATION 
 

8.1 That the Audit Committee considers the assurance provided by the 
Risk Management progress report on the adequacy of risk 
management arrangements.  

 
 

DIRECTOR OF POLICY AND RESOURCES 
 
Civic Centre 
Ashby Road 
SCUNTHORPE 
North Lincolnshire 
DN16 1AB 
 
Author: Carol Andrews/Caroline Wilson 
Date: 2 September 2014  
 
Background Papers used in the preparation of this report: None 
 
 



Appendix A 
Strategic Risk Control Evaluation 

 
Risk Controls Inherent - Score 

before controls 
Residual – Score 
after controls 

Evaluation 
of controls – 
difference 
between 
both scores 
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1. Failure to deliver 
council priorities and 
services 

Council Strategy, Integrated 4 year planning and budget 
processes, census data and other intelligence, public engagement 
and consultation, regular CMT meetings, regular review of council 
priorities, member and officer development, Integrated Impact 
Assessments, Legal/Democratic advisory role, policy tracker, 
partnership governance framework, budget monitoring 
arrangements, Constitution and Delegated Powers, 
Transformation Boards, Risk Management Strategy and 
Framework, performance reporting, Breakfast briefings  

3 4 12 2 2 4 8 
Significant 

Control  
Assurance 

2. Inadequate workforce 
planning and 
management to meet 
current and future needs 
 

Workforce Strategy & Development Plan, Strategic plan, 
workforce planning, Competency Frameworks, leadership and 
management training, Employee Appraisal Framework 
competency framework, succession planning, gap analysis, 
Human Resources Framework Policy and training, workforce 
plans, Internal Audit reviews, bi-annual employee survey, regular 
data quality checks, Scrutiny reviews, budget and workforce 
planning integration 

2 3 6 1 2 2 4 
Satisfactory 

Control 
Assurance 

3. Serious breach of 
information/loss of ICT 
systems 
 

Information Governance Policy Framework, IT Asset Register, 
training, computer room environmental monitoring and access 
controls, network monitoring, security forum, firewalls, virus 
checker, escrow agreements, back-ups, access 
controls/password controls, technical standards, external support 
contracts, Internal Audit reviews, business continuity 
plans/disaster recovery, insurance cover, VPN implemented for 
home workers, intruder detection, PSN Code of Connection, 
encrypted memory sticks, laptop encryption, disabled USB, IT 
partner agreement, Information Asset Owner responsibilities, 
corporate record store, NHS Toolkit Self-assessment, role of 
SIRO 

3 3 9 2 2 4 5 
Satisfactory 

Control 
Assurance 



4. Failure to maintain 
effective governance 
arrangements 
 

Employee/member Codes of Conduct and signed declarations, 
Constitution, Finance Regulations, Contract Procedure Rules, 
Treasury Management Strategy, vetting and financial appraisals 
of business partners, well defined budget process, HR policies, 
Internal and External Audit, Risk Management Strategy, 
Standards Committee, Partnership Toolkit, authorisation 
procedures and limits, insurance cover, robust decision making 
process, Integrated Impact Assessments, Counter Fraud Strategy, 
Consultation & Engagement Plan, Council Strategy, employee 
and member development, Contractors Framework 

2 3 6 1 2 2 4 
Satisfactory 

Control 
Assurance 

5. Failure to deliver 
major projects and 
capital programme 

Capital Strategy and Plan, Corporate Procurement Manual, 
Procurement Framework, training, market awareness and 
intelligence, Procurement Strategy, Internal Audit reviews, capital 
budget monitoring, remedies, robust contract terms and 
conditions, use of third parties and partnering models, appraisal of 
options, robust feasibility study, clear briefs for projects at 
inception, effective communication, Project Risk Registers, capital 
budget monitoring, post implementation reviews, Contractors 
Framework 

3 4 12 2 3 6 6 
Satisfactory 

Control 
Assurance 

6. Recession resulting 
from national or local 
problems including 
closure of a major 
employer 

Maintenance of strong economy, delivery of the Marine Energy 
Park and logistics Park – South Humber Bank, Regeneration and 
Community Investment initiatives, publication of an Economic 
Assessment, use of research and intelligence, regular monitoring 
and review of local development, delivery of Lincolnshire Lakes, 
NL Strategic Assessment, Regional Growth Fund, Apprentice 
Programme, Humber LEP Local Investment Fund, delivery of 
Regional Strategy, NL Broadband Business Support & 
Infrastructure Programme 

4 3 12 4 2 8 4 
Satisfactory 

Control 
Assurance 

7. Failure to meet the 
MTFP 

Good knowledge of workings of government finance system and 
information requirements, external funding, Grant Claim Protocol, 
Treasury Strategy, Risk Management Strategy, effective VFM and 
procurement process, Counter Fraud Strategy & Internal Audit 
work, clearly defined budget process, robust estimates, adequate 
reserves, procedures for recording emergency spending under 
Government’s Bellwin Scheme, insurance cover with risk 
assessed stop loss, Commercialism Policy 

3 4 12 2 2 4 8 
Significant 

Control 
Assurance 

8. Inadequate 
emergency planning and 
business continuity 
arrangements to 
manage the impact of 
major emergencies and 
business disruptions 

HEPS, Local Resilience fora and sub-groups, Emergency 
Planning & Business Continuity Steering Group, Emergency 
Planning & Business Continuity Policy & Strategy, Civil 
Contingency Act sets out processes, Internal & External audits, 
RMG, internal and multi-agency training, schedule of Business 
Continuity Plans tests 

3 4 12 3 2 6 6 
Satisfactory 

Control 
Assurance 



9. Failure to improve the 
health and wellbeing of 
the population 

Health & Wellbeing Board established with agreed priority actions 
and associated work streams, Joint Health & Wellbeing Strategy, 
Joint Strategic Needs Assessment, Public Health Outcome Fund, 
systematic approach to identify priorities, commissioning services 
and measuring impacts, Consultation & Engagement Plan 

4 3 12 2 3 6 6 
Satisfactory 

Control 
Assurance 

10. Failure to safeguard 
vulnerable persons 

LSCB in place. LSCB multi agency procedures and guidance in 
place, LSCB threshold guidance in respect of Early Help 
Safeguarding Strategy, LSCB Learning & Improvement 
Framework, case audit process, Section 11 Framework, schools 
safeguarding audit process, Safer Recruitment Policy, Managing 
Allegations Against People Who Work With Children procedures, 
Scrutiny Panel, Information Sharing Protocol, consultation forums, 
SAB in place, SAB multi agency procedures, safeguarding 
training, SAB Action Groups, newsletters, whistleblowing and 
complaints procedures, Adults partnership 

4 4 16 2 4 8 8 
Significant 

Control 
Assurance 

11. Failure to maintain 
the council’s reputation 

Robust governance framework, Internal Audit reviews, Risk 
Management Strategy, Counter Fraud Strategy, performance 
management arrangements, Communication & Press Office 
responsibilities, Consultation & Engagement Plan, Integrated 
Impact Assessments, robust decision making arrangements, 
Standards Committee, HR policies, training and development, 
Council Strategy 

3 3 9 2 2 4 5 
Satisfactory 

Control 
Assurance 

 
 

Key to evaluation 
 Difference of       7+ 

Significant Assurance 
Controls support the council’s corporate and service 
objectives. 

Difference of   
4 - 6       

Satisfactory Assurance 
 

There is generally a sound system of control designed to 
support the council’s corporate and service objectives. 
However some improvements to the design or application 
of controls are required. 

Difference of 
1 - 3 

Limited Assurance 

Weaknesses are identified in the design or inconsistent 
application of controls which put the achievement some of 
the council’s corporate and service objectives at risk  

Difference of 
Residual Score 

0  
No Assurance 

There are weaknesses in control, or consistent non-
compliance which places corporate and service objectives 
at risk. 
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WHAT IS RISK MANAGEMENT? 
 
Risks affect everyone including members, staff, partners, service users 
and suppliers. Risk management takes place right across the council 
and is an integral part of all processes, services and operations. Every 
employee has a part to play in the management of risks. 
 
Risk – the threat or possibility that an action or event will adversely or 
beneficially affect an organisation’s ability to achieve its objectives. 
 
Risk Management – ensuring the achievement of outputs and outcomes, 
and having reliable arrangements to deal with the unexpected which 
may put the service at risk. 
 
Opportunity Risk – the risk that a better opportunity may present itself 
after an irreversible decision has been made. 
 
Risk has two dimensions that need to be assessed to determine the 
magnitude of risk: 
 
Likelihood:  the possibility that risk will occur 
Impact:  the consequence if the risk were to occur 
 
Strategic Risk – any risk which may prevent the successful achievement 
of corporate objectives. 
 
Operational Risk – any risk which may prevent the successful delivery 
of service priorities. 
 
Risk Appetite – the amount of risk that an organisation is willing to take 
to achieve its objectives. 
 
Risk Management Policy & Strategy – adopted by the council to ensure 
a focus and structured approach to the management of risk arising from 
the council’s activities, and to ensure that it is an integral part of 
governance of the authority. The risk management process is 
summarised overleaf. 
 
Advice and Assistance – please contact Caroline Wilson on ext 6050 or 
email caroline.wilson@northlincs.gov.uk 



 

 
3.   Analysis and Evaluation 
• How likely is it to happen? 
• What would the impact be? 
• What level of risk is acceptable? 

 
4.   Risk Treatment 
• What can we do to manage the risk 

identified? 
• Can we reduce the Likelihood, Impact 

or both? 
• How do the costs compare with the 

benefits? 
• What are the easiest solutions with the 

biggest impact? 
• What additional actions do we need to 

take? 
• How do the controls change the risk 

scores? 
• Who will be responsible for 

implementing the actions? 
 

 
5.   Monitor and Review 
• Are the expected controls in place? 
• Do the controls have the desired 

effect? 
• Has the operating environment 

changed? 
• Have new risks emerged? 

 

 
1.   Establish the context 
• What are your aims and priorities? 
• What are you trying to achieve? 

 
2.   Risk Identification 
• What can stop you achieving your aims 

and priorities? 
• What type of risk is it e.g. operational, 

strategic, partnership or project? 
• What category is it e.g. political, 

economic, social etc? 
• What opportunities would we like to 

seize? 

 
• Council Strategy 
• Directorate Plan 

STEPS 
1 - 5 

TOOLS & DOCUMENTS 
TO USE 

 
• Brainstorming 
• Desk research 
• Workshops, interviews 
• Questionnaires 
• SWOT analysis 
• Consider all categories of risk 
• Professional networking 

 
• 4x4  Risk Scoring Matrix (Red, 

Amber, Green) 
 

 
• Check your current controls & 

contingencies – Are they 
adequate? Are they working? 

• Determine the nature of 
additional treatment required; the 
4Ts of risk control (Tolerate, 
Terminate, Transfer, Treat) 

• Cost : benefit analysis – Does  
cost outweigh the risk? 
 

 
• Regular review – more frequent 

for the highest risks 
• Regular testing of controls & 

periodic testing of contingencies 
• Performance outcome measures 
• Exception reporting 
• Environmental scanning 
• Periodic refresh of risk register 

 
MANAGING RISKS – A STEP BY STEP GUIDE 

 
• Select the risk area (Directorate) and 

sub risk area (Division) 
• Select the appropriate council priority 

 

COMPLETING THE 
RISK REGISTER 

 
• Enter risk description. This should fully 

articulate the risk. Consider starting 
sentences with for example Failure to, 
Loss of 

• Assign risk owner 
• Record main consequences  
• Select risk category, type of risk 
• Document any opportunities that you 

wish to pursue. 

 
• Score the Inherent Likelihoods & 

Impacts (1-4) 
 

 
• Document the current controls 
• Score the Residual Likelihoods & 

Impacts (1-4). Where there are 
controls it follows that the score will 
reduce 

• Identify actions where you consider 
control is weak 

• Assign ownership for each action to a 
named person 

• Provide a deadline for the 
improvement to be implemented 

• Set a realistic review date for each risk 

 
• Actively manage the risks identified – 

stick to the review dates, and update 
them after each review. 

• Check that controls & contingencies 
are in place & working – deal with any 
failures / weaknesses. 

• Refresh risk register at least annually. 
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A digest of 
risk management issues

Issue 17
August 2014

New world of risk: change for good

70 chief executives and directors of local
authorities were asked to grade the risks
associated with current challenges in order 
of importance, the results of which are 
detailed below:

In association with Ipsos MORI, Zurich Municipal has produced a report – New world of risk:
change for good - providing an appreciation of the risks local authorities are facing.  2014
research shows that continued financial pressure, acknowledgement that austerity ‘is the new
norm’ and the consequent need for transformation have all affected risk rankings. 

Changes in local government senior management
team perception of risks

Risk Ranking

2014 LG
leaders

2010 all public
sector leaders

Budget Pressures 1 1

Changes in government policy, legislation and regulation 2 2

Workforce (attracting and retaining the right skills,
performance, reward package)

3 5

Business and organisational transformation 
(statement added 2014)

4 -

Working with other organisations e.g. supply chains,
outsourcing and partnership working

5 6

Reputation management 6 3

Social risk e.g. population changes, crime, antisocial
behaviour

7 7

Data protection or security 8 8

Operational risk management including health & safety 9 4

Environmental challenges e.g. extreme weather events,
climate change

10 9

Continued on page 2
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Overall local authorities are confident that their risk management processes can fully address 
the risks they face with only a very small percentage of respondents interviewed expressing some
doubt. This contrasts with the views of 997 members of the public who took part in the research.
The public are more evenly split between those who feel confident in public services’ abilities to 
meet the challenges ahead (49%) and those who are not confident (47%). The survey also 
evaluated the level of public awareness of the challenges currently facing public services.

New world of risk: change for good  continued from page 1

Public awareness of public services challenges

Most
important %

Least
important %

Budget cuts 47 6

Changes in society (aging population, immigration) 34 6

Finding new ways to deliver services more efficiently 25 7

Changes in people’s health and lifestyles 23 7

Responding to changes in the government’s policies 22 6

Retaining good staff and positive morale 21 4

Losing public sector support in their ability to deliver services 17 8

Protecting personal data and keeping information secure 16 4

Tackling the effects of climate change 13 30

Having good relationships with other organisations 10 11

In addition to budget cuts, the members of the public were asked to select the three risks facing 
the council they were more concerned with. Their concerns were around declining service quality
and protecting those who most need help.

Greatest Public Concerns

%

Quality of services will decline 31

People most in need of services will get poorer services or less help 29

Protecting vulnerable groups e.g. older people, children 25

Maintaining delivery of core services 25

Fewer frontline staff 20

Social change e.g. ageing population, immigration, changing lifestyle 19

Bureaucracy/top heavy management 17

Overall quality of staff will decline/good people will leave 16

Changes in government policy 15

Rising public expectations 9

Encouraging local business investment 7

Technological change e.g. storing personal data electronically 5

The public are
more evenly split
between those
who feel confident
in public services’
abilities to meet
the challenges
ahead (49%) and
those who are not
confident (47%).
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The ICO also saw
its freedom of
information and
environment
casework rise
during the year. 

Information
Commissioner’s Office
(ICO) Annual Report

In its annual report the ICO
said it had received 14,738
data protection complaints
over the 12 month period, 
up 7.1% on 2012/13 (13,760),

with the local government
and health sectors generating
the highest number of
complaints. The ICO also saw
its freedom of information
and environment casework
rise during the year.  It
handled 5,151 complaints, up

9.9%. In relation to its
enforcement powers, the 
ICO issued £1.97m worth 
of civil monetary penalties,
seven enforcement notices
and 28 undertakings.

Information Governance

Wolverhampton City
Council has been issued
with an enforcement notice
following an investigation.
The breach was caused
when a social worker, who
had not received data
protection training, sent out
a report to a former service
user detailing their time in
care. However the social

worker failed to remove
highly sensitive information
about the recipient’s sister
that should not have been
included.

An undertaking to comply
with the seventh data
protection principle has
been signed by Oxfordshire
County Council. This follows
an investigation whereby a

solicitor had removed a
number of documents from
the office but had dropped
these in a street near their
home. The sensitive
personal data related to
three child protection cases
concerning 22 data
subjects. 

Recent enforcement notices and undertakings served 
by the ICO

An undertaking 
to comply with 
the seventh 
data protection
principle has 
been signed by
Oxfordshire
County Council. 

Top IT Data Security Threats Revealed

The ICO has published a
new security report
highlighting eight of the
most common IT security
vulnerabilities that have
resulted in organisations
failing to keep people’s
information secure. The
flaws were identified during
the ICO’s investigations into
data breaches caused by
poor IT security practices.
Many of these incidents
have led to serious breaches
resulting in the ICO issuing
monetary penalties. The
beaches could have been
avoided if the standard
industry practices
highlighted in the report
were adopted. 

The top eight computer security vulnerabilities
covered in the ICO report comprise:

• a failure to keep
software security up to
date

• a lack of protection
from SQL injection

• the use of necessary
services

• poor decommissioning
of old software and
services

• the insecure storage 
of password

• failure to encrypt
online communications

• poorly designed
networks processing
data in inappropriate
areas

• the continued use of
default credentials
including passwords
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The insurers Zurich Municipal publish important insurance articles for councils to consider
important risk management messages. A sample of these claims reports are detailed on 
the next few pages.

COURT CIRCULAR

Four previously unknown
criminal landlords, two
cannabis factories and an
illegal restaurant conversion
were among discoveries made
by Lewisham council officers
in raids on rogue landlords.

Officers and police raided 
25 properties in two weeks,
finding the four landlords, all
of which were involved in high
level tax evasion, with at least
50 properties between them.

They also found three
unauthorised structures, now
due to be demolished, an
outbuilding illegally in
residential use and an illegal
conversion of a boarded-up
restaurant into six studio flats.

Council and police raid 25 properties in two weeks in
rogue landlord crackdown

There were also five unlicensed houses in multiple
occupations, one of which was severely
overcrowded with 29 people in a three-bedroom
property. The two cannabis factories were running
on stolen electricity, posing serious fire risks.

Officers and police
raided 25
properties in two
weeks, finding the
four landlords, all
of which were
involved in high
level tax evasion,
with at least 50
properties
between them.
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North Lincolnshire Council Risk Roundup August 14

The renewal of in
surance policies is

underway. Good 
risk management

arrangements wi
ll help reduce the

 level of

claims and premiu
m costs.

While every effort has been made to ensure the accuracy of these reports, this publication is intended as a
general overview and is not intended, and should not be used, as a substitute for taking legal advice in any
specific situation. Neither Zurich Municipal, nor any member of the Zurich group of companies, will accept
any responsibility for any actions taken or not taken on the basis of this publication.

The council gratefully acknowledges the contribution made by its insurers, Zurich Municipal, in
providing articles for this publication.

Any employee intending to take action arising out of these articles should, if in any doubt, contact the council’s legal
section for advice before doing so.

NOTICEBOARD

Strategic risk controls
have been evaluated and
will be presented to the
Audit Committee in
September. The Strategic
Risk Register will be
reviewed following the
approval of the Council
Strategy in July.
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The 2013/14 Annual GovernanceStatement (AGS) was approvedin June. The Statement showedthat risk managementarrangements were generallygood.  The AGS will be reviewedand re-presented to the AuditCommittee alongside theAudited accounts in September.

The Risk Management
Strategy & Action
Plan 2013/14 was
approved by the
Audit Committee and
has been published
on the Intralinc.


